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Importance of cooperation frameworks
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• Data is mostly stored by private sector

• Evidence needed to investigate

• Legal framework often not sufficient

• Awareness raising

• Crime prevention

• Training
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Draft MoU
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• Memorandum of Understanding

• One of the recommendations given to increase trust 
between public and private sector and to facilitate 
cooperation

• To involve all major stakeholders in Ukraine and 
agree on detailed cooperation principles
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Purpose of the MoU
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• Promoting the use of the ICT

• Recognition the need to cooperate and exchange of 
information

• Fight against crime, in particular cybercrime

• Raising awareness and prevent crime

• Building capacity
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More effective cooperation
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• Procedures and protocols of communications

• Cooperation – exchange of information, access to 
electronic evidence

• Procedures for sending and receiving requests

• Contact points between parties, rights and 
responsibilities
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Capacity building, training
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• Adequate level of knowledge and capacity building

• Personnel having professional level of knowledge and 
expertise

• Develop a system for capacity building and training in 
the areas of handling cybercrime, cyber-related 
incidents and electronic evidence

• Joint trainings including practical exercises for 
cybercrime and cybersecurity incidents
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Crime prevention
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• Cooperation for prevention of Internet-related crime

• Identification of resources available

• Awareness raising measures to prevent crime, 
including guidelines on safe behaviour on the Internet

• Support to the Internet resources and Critical 
Information Infrastructure to ensure safer cyberspace 
in Ukraine
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Expected outcome
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• Joint working group to organise and participate in 
meetings to exchange practical experience and 
identify issues for improving the cooperation and 
exchange of information

• Additional guidelines if necessary

• Good practice guidance for lawful access to and 
removal of electronic data, computer systems 
inspection and seizure of computer systems

• Increased understanding and trust
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Thank you for your attention

www.coe.int/cybercrime


